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CSR Tools

Troubleshooting "Broken Tools"

This document is intended to help Tier 3 Server Operations find the source of tools-related outages. Keep in mind, the goal of troubleshooting isto
isolate the locations and/or processes in which the error might be occurring.

NOTE: The steps have been created in this order to better isolate more common problems first. Continue through these steps only if you DO NOT
receive an error. |f an error occurs, focus your efforts on determining its course, or the root of the error before proceeding.

For a PDF version of this document, click here.

Prerequisites

Y ou must have have the following to proceed:
« MSO CTL account
o SecurlD
« Weblogin for Customer Service Tools
« Web browser

Local

1. Check the NOC trouble ticket for the subscriber's logins and the tool believed to be broken. If thisinformation is missing, return (de-escal ate)
the ticket back to the NOC, as you cannot proceed without it.

2. Open the Customer Support Tools http://www.support.home.net/ page in a Web browser.
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| B@Home Hetwark Customer Suppert Tools Entrpway

Network.

Welcome to the @Home Customer Support Tools Entrywray.

The @Home Customer Support Tools web server 15 a Secure Sockets Layer encrypted web: server. As such your web chient needs to accept the the encryption
certficates thes web server is using. These certficates are signed by the @ Home Metwork certificate autherity.

Users of the @Home browser will experience a seamless transition to the encrypted 551 connection but other browsers may not automatically accept the
certificate authonty that has signed the cipher keys in use by this server, Your client may give you several dialogue boxes when you follow the link below to the

secured server

Tour chient should only present you with the certificate dialogue acceptance sequence for the @Home cernficate authonity once, since each of the customer
support teol and knowledge base web server cipher keys are signed by the same (@Home MNetworl certificate authorty. It iz ondy that your browser may not
aready be set to recognize the @ Home certificate authonty that is an issue, and may result in you having to negotiate a sequence of dialogues before the clent
accepts our certficate authorty.

Be sure to permanently accept the certificate when your client asks you to either "reject”, "accept for cwrent session” | or "accept forever”. To
be certain, click here to intentionally download (and then manually accept) the cipher key authority. The nickname for the eipher key certificate
should be “@Home Root CA".

EHeme Metwork

Enter The @Home ToolsWebpage &
o) |

file://IC|/WORK/CSRtools/index.htm (1 of 11) [1/19/2001 1:33:44 PM]


file:///C|/WORK/CSRtools/csrtools.pdf

CSR Tools

3. Click The@Home Toolslink. The following screen displays:

M@» -im-W@@@

MyExcite Mews Shepping People Shertcuts Atlas  Corp Site
= fﬂ e lm:ps Hiww guppertheme net/carmools) ri | @Homa Hatwark Halp for 583 and TSRS
@ Home PJH work

Intranet Websites Departments

Customer Support Tools Login Page
Fleasze enter Login Mame and Password,

Login I¥ame: |
Password: |

Submit | Feset |

B Copyrighe 1009 @Home Hetwock

= Cone

9

4. Log in asaCustomer Support Representative. The following screen displays:
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Atlas  Corp Site Intranet Wobsites Departments

Tools
Mebwark
Diagnastics

Sarvi

Conflguration The following tools are available:
Liad

Trachker

HHP by Node |
Repart

Metwork Diagnostics - ak.a the Web JTump page and M3 Diagnostic tools - FOC tools to test modems, nodes, connections, ete.
Service Confisuration Tool - enable, dizable, or show stataz of Telce Eeturn or Methdal services for a subscnber,

Lead Tracker - a form to mput prospectve customers and a survey tool

HHEF by Node Report - a report on serviceable and unsernceable nodes by head end. Excel format 1s avalable,

i@ Work Tools - Teols for diagnesing (@Werk products.

Administration Tools -Legin A dmimstratien and configuration taels .

Operation Tools -Teols to assist in diagnesing’correcting operational problems.

BWerk Tools

HAdmin-
Istration

Operations

A e

@ Copyright 1998 @Hoes Hemwodk.
pdlatad 42508 Tor P OWing

For comments and questions, send email to! msotools@eorp home net

5. Click Network Diagnostics. The following screen displays.

lgn In

.“i‘n. M.

MyExeite  Mows

Tools
Mebwark
Diagnastics

Eer'll'lir:& " . + Metwork Diagnostics {aka Web Jump Tools) - NOC tools to test modems, nodes connechons, ete,
anfiguratian
Ifur::h.!, | + MNetwork Diagnostics (MSO version) -- Tools te diagnose modems, DNS, DHCP, Mal, Mews and Web Hosting

HHPF by Node
Repart

Network Diagnostics Tools

BWerk Tonks

HAdmin-
Istration

Operations
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6. Click Network Diagnostics (M SO version).NOTE: Sessionswill not expire, but if the server is "kickstarted”, you will have to log in again.
The following screen displays:

& Fle Edt Miew Go
{:j J {:;I‘-H ¥ My Home J " r Ihttps:.I'.I'UWU-support-home.netl'csrmﬂs.l'

i Home MNetwork

Tools . _ _ =
bk Find a Subscriber / Find Computer
Dingmastics
h::::r;ﬂn Entet the urigue Emadl Weer Hame or any combination of the other Subecriber selection fields to find a subsenber. You may search on Subsesber information or
I:eal—. Computer mformation. Only one entry 15 requared for Computer Information and no wildcard characters allowed on Computer Information searches.
Tracher - .
HHP by Node Subscriber Information Compuicr Information
Repart - - -
) Find Subscriber | Find Computer
BWerk Teoks | /
“Admin- ' Uzer Mare: Hildeard searches not allowed for this category of search
lstratlen | (Key field) @Work Account?: EHo C Ves

|
Oparations First Home: | Bodem Serial & [
|

Last Hame Computer DHE Hame: Ii
Street Mo Computer [F Address Ii

Street Matme: |

[0 =||an =]
AptFloer. a1 =]
Cityr: li
State/Province IA]I—L|
ZipFostalCode:[

Wotk Phone: | . | B |

Howne Phone: | . | . |
Find Subscriber | . Find Computer

Feset | Help . ;l

= Den ] | search

7. Enter the subscriber's User Name, Modem Serial #, Computer DNS Name (Hostname), or Computer |P Address.
8. Click Find Subscriber or Find Computer. The following screen displays:
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i File Edit Yiew
Mamber: (" Sign in | Member Services | Help ) @f'."‘?-ﬁ"_

.:'9_3_@' e¥cite p—@ _. _. EEMEH&ML’_’T:;)—J—«\; r—@»—' 5] T8

Mail  Search Bookmarks M-.rExtHn MNews Shepping People Shortcuts Atlas  Corp Site Intranet Websites Departments

r/;j' O !r:-;j r‘:'_-i) -.(-ij Ir'/Hljl F My Homa J ¥ IhrrM:_l'_-'uwu.<u|'||'mr'|:.h-.'-n'm.np-:_l'rm:-.'-nl*:_-' | go
@ Home Network

Tools

Hetwork
Diaguastics
Service

C
L::tqmun # Subscriber Logink ~ Subscriber Name Address City, State

Lo 1 stanh32 STAMLEY HOBSPOOL unknown 1263 CHESTEETON AVE EEDWOOD CITY, CA

HHP by Node
Repart

Subscriber Selection List

@Werk Tooks | Back

Adrmin-
Istration

Operations

= ] search

9. Click the subscriber's login under Subscriber L ogin. The following screen displays:

#  File Edit View Go

Member: (" signin | Member Services | Help ) @I’T:‘Ttﬁ’.
900 80000 D00
Mail  Search Bookmarks M-rEm.‘HD Mews  Shepping People Shorteuts Atlas  Corp Site Intranet Websites Departments
r;j J r_ I"‘:-:) "’:J rﬁjl F My Homa J » Ihrrp<:_l'_-'uwu.<u|'||'mr'|:.h-.'-n'm.np-:_l'rm:-.'-nl*:_-' | g0 )
i Home Network
Tools . .
Netwark Multi-User Account List
Diagnastics
Servi
L‘nn::rlun Search Criteria: stanh32
Lead
Tracker ]
E:‘;H Node Select username:
@Work Tosts | Username Subscriber Name — Primary Account
Admin- - stanh32 STAMLEY HORSPOOL Primary
e rinhi2] BRIAN HORSPOOL
Operations

Back
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F ] | search H

10. Select the appropriate account (This subscriber has a Multi-User Account). The following screen displays:

& Fle Edit  Miew Go

Momber: (" sign In | Member Services | Help J h .@rfcmr.
990 B 000D OO D

Mail  Search Bookmarks MyExcite MNews Shopping People Shortcuts Atles  Corp Site Intranet Wobsites Departments

6 ﬁ:} @ @ @ E_H [ 3 My Homa ) f— [ 3 Ihrl:ps.-_l’_n'uwu.sa..ppart.hame.ne{,l’csrmuls_n’ 1 gﬂJ

i Home Network

Tools o .

Natwor Subscriber's Computer Selection List

Diaguastics

Service Subscriber Mame: STANLEY HORSPOOL

Ellﬂ‘lrlﬂll

#:::k., | Mumbher of active assets found: 2

HHF by Node

Repart

BWerk Tooks Get More Computer Information for:

Admin- | .
Istratien | Computer Status IP Address 08 CPU

Operatisns C1178328-B [COMPLETE [24.176.15847| wmvoe | mull

[C1178328-A [COMPLETE [24.19.129.204 [T 4.X SP 3+ P166 OF FASTER
B Con | | search

11. Select the appropriate Subscriber's computer under Computer (the Subscriber in the example has multiple computers). The following screen
displays:
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f’=|| (5 glle J L https:ffvwe. supporthome.nat/cercoals/ il | @Home Hetwork Halp for ©5Rs and TSRS

@ Home Network

Tools . . _
ebark Network/Service Diagnostics Request
|:“_.l ] I

Iﬂli!-t [11 ]
bW I Subscribers Name: STAMLEY HORSPOOL
Lead MS0: TCl
Tracker Gl L arte (o o .
HHP by Neda
Repart

rk Tonls

HAdmin-
Istration

Dperations RD1 SFBA HOME COM

ShIATEC]
SEMATED2-3/0/4

RCT

srateol sfha home. com

Submit | Help | Back Fietum 1o Find User

12. Inthe Select Tool drop-down menu, find the tool you want to run:
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Tools

Netwark

Service

Estration

Diageastics |

Confiquration

Operations

Subscrber's Name:

21178328-B

COMPLETE

10.98,230,124

24176158 47

10/25/00 08:28

WIH 98

037497354

EDC1.SFRA HOME COM T

SMATEC

SMATEC2-30/4

Check Diakup
Check DHCF Failures
Check DHCF Install

4 Check Install Data
L Check Mail

Check Modar

" | Check Mews

B Check WebSpace
Delete Computer
Test Connectivity - Fing [P
Test Connectivity - Tracaroute =

Select Tool: | Check Dislup =

00:10:95:81:6371

10.98.230.1

255.255.254.0

Help | Back |  Retumto Find User

2100000049 5000000

NOTE: For acomplete list of available tools, with descriptions, click Help.

13. Select thetool you want to run.

14. Click Submit. Below is an example of aresults screen displayed when atool check has been run.
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E  FAle  Edit  Miew
I,'?r_ﬂ My Home J "k Ihttps:.l'.fUWU-sup porthame netlcermanla)
i Home Network
o | . -
ISOIENN Check RCA Cable Modem
Network
Dingmestics
W Subscriber: STAHLEY HORSPOOL
Confiquration Serial # 037457354
Lead DOCSIS Version: MCHS 1
Tracker
HHP by Nede o
Repart Moden Details: )
7 QOS Level
@Werk Tonls
) Ervor
Admmin=
Istratien
Operations Server Detagls:
Ping Stabus:
| The Cabls Modem is pingahle
|The Computer IP iz pingable
DHCP Server Check Resulis:
DHCP MAC Ir Miden Level of Baotfil
His Adidress Address Configured? | Service
dhep, SMATEOQL SFBAHOME COM 010010958163 T | 10098 230,124 Yes | Dol | 67 smateal _cl_mDCWZS vl _nb mens
SYSLOG Results:
SysLag for: dhep. SMATEOL SFBAHOME COM
inLease CGranted: Wed Jan 3 12:51.09 2001
nLease Expired: Wed Jan 10 12:530:00 2001
nleace Extension: Sun Jan 7005100 2001
|'nLense Last Renewed: Wed Jan 3 12:51 .09 2001
To update o create a trouble ticket, A in the Ticket Nusnber ard el address and select the Update Tickst button
Tialien Wlase s [ Taeail b ddennn Dosto olo dimlmb o aloie fEne ;I
W Con ] [ search |

Try to duplicate the error reported.
If you are unableto duplicate the error, de-escalate and gather more information.

If you wer e able to duplicate the error in the ccui, try to isolate the failure by running the command on the command line.

Remote from Local

To run the tool from the command line

From a Sun workstation, open a Terminal window.

Log in to fulcrum using amsoctl account. Type the command ssh -I <XX>msoctl www.support.home.net where XX = your initials.
Enter your securlD.

Type the command priv msoctlchroot. Y ou are now in the privileged environment.

Type cd /tmp to navigate to the temp directory.

Type grep <subscriber> where subscriber = the support tools login name you used to login at the web browser login page.

o gk wbdPE

e

:

7. Highlight the most recent log entry starting with "/tools" all the way to the end of the argument list, which always ends with -recordDelimiter
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Example

8. Copy the highlighted command with arguments.
9. Open anew Terminal window (ssh session) following steps 1 to 5 in this section.
10. Inthe/tmp directory, use VI Editor to create atest file.

Example: vi run_modem_check.sh
11. Paste the copied command into the new, blank file.
12. Savethe new file.
13. Run the new file from the command line.

Example

14. Compare the output of the new file against the log entry in the initial grep window. The results of the script should be the same as displayed in
the second part of the output which starts: "Just called checkM odem script,.." A successful result will say "is successful = true", an
unsuccessful result will say "is successful = false".

Example

15. Notethe error code, error text, and error severity, if any. Use thisinformation to update the NOC ticket, then escalate.
16. Determineif there is an ssh command by vi'ing thefile.

Example
Example

17. If thereisno error, then de-escalate with the reason "Not reproducible”.
18. If thereis an ssh command, navigate to the /tools/cur rent directory to analyze the test script from the log.
19. Seethe next section to log in with ssh to the remote machine.

To determine if you can login with ssh to the remote machine

1. Run/usr/bin/ssh -l msotool <haname> where <haname> is determined by -rdc, such as hal.RDC1.SFBA.HOME.COM for example.
2. If successful, you will see the $ prompt from the remote machine.

Example

3. Run cat /etc/resolv.conf to verify you have the correct remote machine. Default will show machine name, such as:
hal.RDC1.SFBA.HOME.COM.

Example

4. CTRL-D to end the session.
5. The command line displays: connection to <remote machine> closed.
6. Run the remote script from the fulcrum command line.

To determine if you can run the remote script from the fulcrum command line

1. Repeat the mso tool login.

2. Determine the variables to pass to the ssh script by searching for the $ prompt in the script to see the variables, script names and parameters
listed.

3. vi thefile. From the code find the <cable | P> set of parameters from the first grep window.
4. Copy the remote script.
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